Code-Signing Certificate Request Howto:
Internet Explorer on Windows

You will receive an email from “Certificate Services Manager” similar to the following:
Invitation - InCommon Code Signing Certificate Enroliment Inbox  x & B

Certificate Services Manager via umich.edu 8:10 AM (7 minutes ago) Verify Signature @ Decrypt

tome [~ Ir
Dear Kelly L. Stam <kstam@umich.edus,

To generate your private key and create a certificate request for your InCommon Code Signing certificate:

Click the following link to validate your email address hitps://cert-manager.com/customer/InCommen/cs?action=invite&requestCode=
S & o mail=kstam %4 0umich % 2eedu

If this link doesn't work, please copy the request code below and paste it into the corresponding field in the validation form.
Your request code: R

- InCommon Certificate Manager

Opening the link in Internet Explorer, you will need to answer “Yes” to the “Web Access
Confirmation”. The application needs this access to create your key on your behalf and
generate the CSR to send back to the web service:

e @ https;//cert-manager.com/customer/InCommon/csiactio @ ~ [ @ & @ Certificate Manager

Web Access Confirmation

This Web site is attempting to perform a digital certificate operation on
& I % your behalf:

https://cert-manager.com/customer/InCommon/cs?action=invitedireq
uestCod =N . c mail = kstam 3640umich %h2e
edu

You should only allow known Web sites to perform digital certificate
operations on your behalf,
Do you want to allow this operation?

Yes
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Once you select “Yes”, the next screen will auto-populate with details regarding your key and
CSR creation:

e @ nttps://cert-manager.com/customer/InCommon/cs7actio © ~ i @& © @ Certificate Manager ) M Tr 23 @

hf@l’ INCOMMON - Certificate Manager

User Registration

Code; * RSN ITENTOEREN

Email: * | kstam@umich.edu

Advanced Private Key Options

CSP |Microsoﬂ Enhanced Cryptographic Provider v1.0 v|

Key Size |2048 v|

Exportable? W]

User protected? [

When you click the button below, you will see a "Web Access Confirmation” popup, on which you will need to click "Yes" and then wait for a few
seconds.

e v

Make sure “Exportable?” is checked. If the key is not marked as exportable, it will remain bound
to your keystore and you won'’t be able to export it to a PFX if you need to code-sign using a
PFX file.
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Once you click “GENERATE?”, it should notify you that it has submitted your request:

e e https://cert-manager.com/customer/InCommon,/cs P-~-mac e Certificate Manager

) INCOMMON . Certificate Manager

Info

o Your application was accepted, you will be notified by email when your certificate is ready for collection

Wait for the second email, as the certificate authority is reviewing your request and creating the
key for your code-signing cert.

The second email from “Certificate Services Manager” should indicate your certificate is ready.
It should look as follows:

ISSUED: InCommon Code Signing certificate Inbox x = B
Certificate Services Manager via umich.edu 8:20 AM (12 minutes ago) Verify Signature ﬁDecr\_.rpt - -
T — .

The InCommon code signing certificate for Kelly L. Stam <kstam@umich.edu> has been issued.

Certificate Details:
Name: Kelly L. Stam
Email: kstam@umich.edu
Order Number: 31048202
Term: 3 Year(s)
Requested: 11/02/2016 12:17 GMT
Collected: 11/02/2016 12:19 GMT
Expires:  11/02/2019 23:58 GMT

Click the following link to download and install the certificate via the browser of your choice: hitps://cert-manager.com/customer/InCommeon/cs?action=
installcert&id=4171

Page 3 of 15




When you open the link, currently it appears that the interface is broken as it will prompt you to
save a cryptically named file with no extension:

e@|ﬂ https://cert-manager.com/ custorer/InCormmon/cs?actio O ~ mac || G Certificate Manager x MEﬂ

) INCOMMON . Certificate Manager

Code Signing Certificate

Flease ensure that you are collecting your Certificate on the same computer that you requested it from.

If you are using Internet Explorer, you may see a number of "Potential Scripting Violation” or "Web Access Confirmation” popups. Click "Yes" or
“0K" to each one.

NOTE: Please remember that we strongly advise you to backup your Private Key, because your Certificate is useless without it!

Do you want to open or save csafd4bb4e3 (5.37 KB) from cert-manager.com? | Qaau __ ‘ I Savt, l ?-‘ I Cancel x

Page 4 of 15



Click the arrow next to “Save” and choose “Save As”. When prompted name the file with a .cer
extension, for example “codesigning.cer”, choose a directory you know where to find, for
example “Downloads”, then click “Save”:

e@‘a https:// cert-manager.com/customer/InCommon/cs?actio O + hac || E Certificate Manager x i

| [ Save As b4

4 I_‘ + This PC » Downloads v o ‘ Search Downloads R |

Organize » New folder == o

Code ¢ MName Date modified Type

| ®EEThisPC
Please ensur I Deskiop ClientSetup_441 10/21/20158:39AM  Application

Documents

At

B Music

[&] Pictures

B videos

s Local Disk (C:)
== windows on'Ma

File name: | codesign.ceq
Save as type: | All Files

A Hide Folders

Do you want to open or save csaf4bb4e3 (3.37 KB) from cert-manager.com?

I AR N}

Code Signing Certificate

Please ensure that you are collecting your Cerificate on the same computer that you requested it from.

If you are using Internet Explorer, you may see a number of "Petential Scripting Violation” or "Web Access Confirmation” popups. Click "Yes" or
"OK" to each one.

NOTE: Please remember that we strongly advise you to backup your Private Key, because your Certificate is useless without it!

Page 5 of 15



Next: run “certmgr.msc”:

File Action View Help
e |F d= HE

@ certmgr - [Certificates - Current User]

E;,F Certificates - Current User
| Personal
| Trusted Root Certification Au
| Enterprise Trust
| Interrediate Certification Au
| Active Directory User Object
| Trusted Publishers
~| Untrusted Certificates
| Third-Party Root Certificatior
| Trusted People
Client Authentication lssuers
MEIEHistorylournal
| Certificate Enrollment Reque:
| Smart Card Trusted Roots

Logical Store Mame

| Personal
| Trusted Root Certification Authorities
[ | Enterprise Trust
| Intermediate Certification Authorities
_| Active Directory User Object
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Authorities
| Trusted People
| Client Authentication |ssuers
[ MSIEHistorylaurnal
| Certificate Enroliment Requests
| Srnart Card Trusted Roots

Right-click “Personal” folder and choose “All Tasks” > “Import...”

£» Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation

lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

Current User

Local Machine

To continue, dick MNext.

b
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Click “Next >”

& &% Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)

Microsoft Serialized Certificate Store {,55T)

Cancal
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Click “Browse”, choose the file you just renamed, click “Open”

Open
. v ; » ThisPC » Downloads
Organize » Mew folder
B Videos G Name

=2 YA 5] codesign
f@ OneDrive

& This PC

[ Desktop

% Documents
‘ Downloads
J‘! Music
& Pictures
m Videos

‘i Local Disk (C:)

N A il

v O Search Downloads e

o @

Date modified Type

11/2/2016 842 AM  Security Cel

File name: | codesign

Can ce'

v | #.509 Certificate (*.cer;*.crt) A

*

2* Certificate Import Wizard

File to Import
Specify the file you want to import.

*

File name:

C:\Users\admin\Downloads\codesign. cer

|| Browse... I

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (,P7B)

Microsoft Serialized Certificate Store ((35T)

Next | Cancel
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Click “Next >”

*
€ & Certificate Import Wizard
Certificate Store
Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can specify a location for
the certificate.
(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store
Certificate store:
| Personal | Browse...
[ G
“ £ ” 13 ” H [{3 ”
The “Certificate store” should be “Personal”. Click “Next >

&«

&* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘fou have spedified the following settings:

Certificate Store Selected by User JEEELE]
Content PKICS #7 Certificates
File Name

C:\sers\Admin\Downloads\codesign. cer

*

Page 9 of 15



Click “Finish”

Certificate lmport Wizard

o The import was successful.

Click “OK”

In certmgr (you should now be back to that window), browse to “Personal” > “Certificates”:

E certmgr - [Certificates - Current User\Personal\Certificates] = O =
File Action View Help
o9 am Aald= HE
i Certificates - Current User lssued To - lssued By Ex
v = 'f?rsé'”a_'f_ 5] AddTrust External CA Root AddTrust External CA Root 5/
- ;:'R'“:Eé o, || ClinCommon RSA Code Signing ... USERTrust RSA Certification Auth... 9/
= ErLtI : : D_? stE R TN "zéJUniversit:,r of Michigan InCommon RSA Code Signing CA - 1
| Enterprise Tru I |
B diticinediate Caitifetion Au [ USERTrust RSA Certification Aut... AddTrust External CA Root 5/
| Active Directory User Object
| Trusted Publishers
| Untrusted Certificates
“| Third-Party Root Certificatior
~| Trusted People
| Client Authentication lssuers
| MSIEHistorylournal
~| Certificate Enrollment Reque:
| Smart Card Trusted Roots
£ ([ € >

Personal store contains 4 certificates,

NOTE: You should see a set of certificates here: “University of Michigan” is your code-signing
certificate. The other three are the certificate’s Intermediate and CA cert chain that the

code-signing cert was issued against.

You should be able to - at this point - export to PFX. To export: Right-click “University of
Michigan” cert and choose “All Tasks” > “Export...":
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o* Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

Click “Next”

€ &# Certificate Export Wizard

Export Private Key
‘fou can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
(®) Yes, export the private key
(O No, do not export the private key
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Select “Yes, export the private key” and click “Next”
*

& ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

DER encoded binary X.509 {.CER)

Base-64 encoded X.509 {(.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)
Indude all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 (PFY)

Indude all certificates in the certification path if possible

[Jpelete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (,55T)

Cancel

Make sure the following are selected:
“Personal Information Exchange - PKCS #12 (.PFX)”
“Include all certificates in the certification path if possible
“Export all extended properties”
“Enable certificate privacy” (new Windows 10 option)
Click “Next”

€ &% Certificate Export Wizard

Security
To maintain security, you must protect the private key to a security principal or by
using a password,

Group or user names {recommended)
Add
Remove
Password:

Confirm password:

Cancel

Check “Password” and enter a password twice to encrypt the PFX with.
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Click “Next”

& L# Certificate Export Wizard

File to Export
Spedfy the name of the file you want to export

File name:

Browse...

Mext Cancel

Click “Browse...” and choose a file name and location, for example “codesign” for the file name
and “Downloads” for the location:

E Save As X
5 ‘ » ThisPC » Downloads v O Search Downloads =}

Organize « Mew folder s o

~ el -
#& OneDrive Mame Date modified Type

[ This PC No iterns match your search,
[ Desktop

E] Documents

‘ Downloads

J‘! Music

[&] Pictures

B Vvideos

‘i Local Disk (C:)

£ Metwork ML >

File name: | codesign

Save as type: | Personal Information Exchange (*.pfi)

» Hide Folders Cancel
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Click “Save”

& &# Certificate Export Wizard

File to Export
Spedify the name of the file you want to export

File name:
C:\WUsers\Admin'Downloads\codesign.pfi | E Browse... i

Mext Cancel

NOTE the location of your new “codesign.pfx” file. Click “Next”

& ¥ Certificate Export Wizard

Completing the Certificate Export Wizard

‘You have successfully completed the Certificate Export wizard,

‘You have specified the following settings:

File Mame WAdmin\Downloads\code:
Export Keys ‘fes

Indude all certificates in the certification path  Yes

File Format Personal Information Exchange (*.pfx]

X

Click “Finish”

Page 14 of 15



Certificate Export Wizard by

The export was successful.

oK

Click “OK”.

You should now have a new “codesign.pfx” file at the location you noted earlier.
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